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MEMORANDUM FOR THE CHAIRMAN. INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBIJECT: (U/AeH63 Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/AOT0T Except as previously reported to vou or the President, or otherwise stated in the
enclosure, we have no reason to believe that intelligence activities of the National Security Agency during
the quarter ending 30 September 2012 were unlawful or contrary to Executive Order or Presidential
Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as
amended.

(U/AEB6) The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and

GEORGE ELLARD
Inspector General

2/ e

RAJESH DE
General Counsel

(U/EHET | concur in the report of the Inspector General and the General Counsel and hereby
make it our combined report.

General, U. S, Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report
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[. (V) Intelligence, Counterintelligence, and Intelligence-Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the
Quarter, as well as Actions Taken as a Result of the Violations

I.LA. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

[LA1 (U) Unintentional Targeting or Database Queries against _U-nit‘é:a'gt;aié%_P_L_ 86-36
Persons (USPs) or Foreign Persons in the United States‘ ' (b)+(3)-50 USC 3024 (i)

During the first quaI1e| ot calendar year 2012 (CY2012).

the National Security AnencyIC entral Security Service (NSA/CSS) continued

| I As part of that process. duplicate selectors were

removed and the number of active selectors was reduced. At the end of third quarter of CY2012,

NSA/CSS’s primary tasking tools for telephone and Internet selectors contained approximately
active selectors.

“(b) (3)-P.L. 86-36
UI/F-GHE)')'Dulmn the third quarter of CY2012, snonals 111te1110ence (SIGINT) analysts
in instances inadvertently targeted communications to. from, or about USPs, while
pursuing foreign intelligence tasking or performed a query using a USP selector. Unless
otherwise specified. all intercepts. query results, and reports have been deleted or destroyed as

required by United States SIGINT Directive SP00I1S. b)) (1)
- (b) (2)
I.LA.1.a. (U) Tasking Errors o (b}(3)-50 USC 3024 (i)
(1) FSHSHREEFOBSATVED | ] ' |
were erroneously targeted and collection occulred The first collection error
occurred | lbecause a collection operator | ] B
[ I | asecond error occurred
because a collection operator | e
W)L All collected data has been purged. (b) (1)
(B) (2) (b) (3)-P.L. 86-36
(b) 3)=50_Usc: 30246}}}%44@49-9&%“ N

“NSA analystsdiscovered that al [had inadvertently been targeted. The error

occutred because the| |did not

coordinate with SIGINT analy’stsl |
| - i | All results were deleted | | and no

reports were Tssued. o |
the SIGINT analysts are now comdmatmg with] |
I |

3)-(—’FS¢L)‘-S-]-H-NF}| |an NSA analyst was discovered to_have tasked a
selector associated with a USP. The target, previously belleved to be foreign. a
USP who had been kldllapped in a foreign hostage case.| the selector was

e Derived From: NSA/CSSM 1-52
EE; Eé; o1 se-ae Dated: 20070108
o Declassify On: 20371219
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FOP-SECRET ST FATTENFKEYHOLEANOFORN (0) (1)
(b)(l} S ) {b) (3)-P.L. 86-36
(b)(3}~P L 86—36”””“"~~n.“”_“_ (b) (3)-50 USC 3024 (i)
() SHSHAREE RO HSA YRR it was discovered that a tasked

selector for an e-mail account believed to be used by a foreign taroet| ]

The seléith
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798

3)-50 USC 3024
(5) FLS#S—I-A%H@-U—S—:-\—F%‘E‘Hl—lan NSA analyst discovered ®
| ]

Targeting of personnel | [was authorized as long as
one end of the collection 1s outside the United States; however, upon further research. the analyst
determined that both ends of the collection were in the United States. Non-compliant data was
purged | |

(6) tSHSHREEFOUSATVED)| | an NSA analyst learned that
unauthorized collection had occutred during a survey operation and training event because of a
misunderstanding between NSA headquarters and an NSA field unit about activity approved. A
request to disseminate collected data led to the discovery that unauthorized collection had
~_occurred. All e-mails containing the unauthorized data were deleted| | To
. avoid future occurrences; an approved Concept of Operations for training and collection
by (1)~ operations is requued

{(b) (3)-P.L. 86-36
7)—(—’FS++SJ+&$H9—USA—F—VE¥)I |during the test of a collection

system, a developer inadvertently collected data that included U.S. telephone numbers. The
error occurred because the developer |

was detasked | iR | and no reports were issued.

| [Fhe developer deleted the collected data and
| Fe - (b) (1)
(b} (3)-P.L. 86-36
[LA1.b. (U) Database Queries (b) (3)=50 USC 3024 (i)
(1) SHSHREFOHBSATVET |

(2) (U/FOBe) OnDoceasions during the third quarter. analysts performed overly
broad or poorly constructed database queries that potentially sought or returned information
about USPs. These queries used | |

| [that produced imprecise
results. On|__Jofthose occasions. the queries returned results: which were deleted or aged off.
as required. and no reports were issued: - Analysts who pertmmed these querles were counseled
by the ir management. - :

(U) Procedural and other errors contributed to the following incidents: (b) (3)-F.L. 86-36

WOHDOCC&SIOHS during the third quarter, NSA analysts

pelformed quertes in raw traffic databases without first conducting the necessary research

() (1)
(b) (3)-P.L. 86-36
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Wy (1)
(6).(3)-P.L. 86=36-..__
' onthe selectors: -When the quelles returned results. they were deleted and no reports
were issued. -

* TSHTSFREETOBSAF VY During a routine database audit| [NSA
database developers were discovered to have unknowinglv run multiple gueries in a
database

B [while performing software testing on a new database. the
developers ran the queries multiple times because software flaws prevented the queries
from executing properly. No results were returned. To prevent future errors, the

(b} (1} developers will test-queries-using- that have been verified

(b) (3)-P.L. 86-36 beforehand.
(b) (3)-50 USC 3024 (i)

. (STSHRECTOUSATVEYY] | a SIGINT analyst

mistakenly ran queries in raw traffic databases on selectors associated with a USP
because the analyst believed that the target. a USP, | 1

| | The selectors were detasked |
[ [reports were cancelled | Io;f-t_he_l_n__:w_ere.r.éi'SﬁS_U?xj_' ‘with the USP information

masked. “(b) (1)
e (b) (3)-P.L. 86-36
o SHSHREFO-HEHSA—F YA a soﬁwale developer was dlscoveled to

have performed a query in a raw traffic database using a query Sillﬂg that contained

| | No results were returned by the quéry. The developer was
counseled to be more careful when selecting text for testmU

Jan NSA database auditor learned that an
oy (1 analyst had runa query in the incorrect raw-SIGINT databasel | The

(L), (3)—P L. 86-3query was stopped before returning results. The analyst was counseled.
(b) {3)=50 USC 3024 (i) _

—(-SH-S-I#R—E-HFQ—H—SA—WH |an NSA database auditor discovered

that, as the result ofa software failure, a query was run in a raw traffic database against

||he query results were deleted. No reports were issued.

. -(-S#S-]-HE-L—'FG—HS-A—F—V-E&‘)-I |-because of an error in the interface of'a
raw traffic database. an analyst performed a query that did not contain the e-mail address
he had entered in the search field. As a result, the query returned a large number of
results. which were deleted. The problem was reported to the database team to make
changes to the interface to prevent future errors.

. SHREE-FOHSATFVEA| | while conducting a test, an NSA database
developer unknowingly executed| kueries aframst SIGINT data. A software flaw
altered the query| pon discovery of the soﬁware flaw. the
query function was disabled until the software was updatecl to hx the probleiﬂ """"" (b) (1
(b)(3)—P L. 86-36
I e am e S R |c|u1mg atest|—software a
software tester unknowingly performed| |queries against raw SIGINT. |)tthe
[ Jqueries contained | | A software flaw allowed the
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queries to be executed against raw SIGINT. The sy_'sfém_:_'auldm.atiéally_,-"Heleted tﬁ'e___
queries and results. The software has been 'vu'|:'»_d:;1ted_T and-the flaw has been fixed.

; =F B ~_lafter returning from a month-long class.
an NSA analyst learned tha{ hissociated with a valid foreign
target | |while the target was in the United Statesl |8

[ The selectors had been detasked | ]
The analyst deleted the
query results| |and no reports were 1ssued. The analyst was counseled to
before extended absences from the office.

. ‘f‘l“SﬁW}'l |ar-1 NSA database auditor discovered that an analyst had
queried on a selector associated with a U.S. .m__ilitaryl |in a raw traffic database on
| | The query returned results, which were
deleted | | The analyst’s database access was temporarily suspended. In

addition, the analyst was counseled on the proper querying techniques’ and- 1nstmcted to
retake intelligence oversight training.

-P.L. 86-36

o (FSHSHREFOUSA—TVEY| "Jan NSA analyst quetied without

authorization on the selector associated with a| |
The error occurred because the analyst believed that the selector was an alternate
selector for a valid foreign target. The query retumed results. which were deleted; no
reports were issued. The analystl § |to prevent
future targeting. :

—FSHSHAH | | an NSA analyst improperly performed a query on a
selector authorized under a Foreign Intelligence Surveillance Court (FISC) Order in the
incorrect raw traffic database. No results were returned by the query. The analyst was
counseled to perform queries on FISC -authorized selectors| |
| lipproved databases.

» SHSHRETOUSATFYET | an NSA analyst discovered that a
. |:|que1‘y of a valid foreign target 1 lin a raw SIGINT database when
the target was known to be in the United States. The analysf
[ had detasked the target’s e=mail selector| [ TTIE ammary’st
: e |and no results were refurned; no reports were
--issued:| lthe analyst was counseled | |

(b} (3) B T B6ae T
o FSHSHA] | an NSA analyst peiformed [ Jqueries ona U.S.
organization in a raw traffic database without formal authorization because the analyst
incorrectly believed that he was authorized to query due to a potential threat. No results
were returned by the query. The analyst was counseled that targeting or querying USPs
was not permitted without formal authorization.
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DLy R e | | a SIGINT analyst inadvertently queried

ona U.S. telephone selector in a raw traffic database. The analyst deleted the query

[ ] No results were returned by the query. B
. H#G%H%—F{—?ﬁﬁ‘iﬁ*ﬁl | a SIGINT analyst performed a query in

. |using a selector.thaf ‘was associated with a USP. The targetin
error occurred because the analyst had failed
before querying. The analyst halted the query before it returned any results.

13

. . _(.SLLSMLB.E-L,—"FQ-U-S-A—F%LE% after copying several selectors into a
©_query-inataw traffic database, a SIGINT analyst realized that one of the selectors was
associated with a USP. Upon realizing the error, the analyst deleted the query. Ney(1)

Eggg P.L 86 36 results were returned by the query. " (b)(3)-P.L. 86-36 |
—_— (b)(3)-50 USC 3024(i)
. —FFS#S'I')‘?‘N‘F‘]' | an NSA analyst performed a query in a raw traffic
database using a selector associated with a USP. The analyst deleted the query and
results] | and no reports were issued. The analyst was reminded that

querying on USP selectors without authorization is prohibited and that query results
returned by the unauthorized query must be deleted.

. ASHSHREEFOHSAFVE] | an NSA analyst discovered that a

software flaw had allowed a query| - |
[ | Upon discovering that the query returned a larger
number of results than expected. the analyst canceled the query and deleted the results
without viewing them. The analyst reported the software problem to the database

developers to develop a patch. e (0)(1)
(b)(3)-P.L. 86-36
R N | |a SIGINT analyst performed \RAthout proper (6)(3)-50 USC 3024()

authorization a query in a raw SIGINT database on'a selector associated with a USP
While trying to verify the status of the target, the analyst queried the raw traffic datab_ase

]

| To av0|d future errors, | |

| No results were returned.
* (SHSHREEFOUSATVEY| I

NSA analysts performed| _fjueries in raw traffic databases on selector s associated with
valid foreign targets that included the dates when the targets were known to be in the
United States. | | queries returned results. which were deleted no repmts

e ®)(1)
were issued. [ = (b)(3)PL 86-36

b SIGINT analyst ran a query ona prewously detasked
selector that had been determined to be a USP. -

|The query returned results. which were

deleted.
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i b - -

. —(-’FS#S']#NF‘)‘l | an NSA analyst performed a query on a selector
-associated with a USP that contained a date range not covered by the approved
consensual collection agreement. The analyst included the-period- of] |

o — |1_ﬁstg_:f§1d of the intended period of] | The error

. _focculred because the analyst believed that the database | |
' | The quely results were deleted | and no reports were

1ssued

—(-S#S-HH-I:‘FG—HS#F'V'E‘I‘ﬂ . lhh'NSA-data_b_ase auditor discovered

that an analyst had performed Elqueries in a raw traffic database without
| [to exclude USP data. The error occurred because the analyst incorrectly

believed that | |
| : |- The analyst deleted the query 1esults| | The auditor

advised the analyst-to ensure that had been implemented properly by
the interface before querying.

o (SUSHREL-TOUSA—FVE | | an analyst conducted a query that

contained selectors associated with| __|targets in the United States. Non-compliant data
was deleted . and the analyst was counseled on proper query procedures.

(by(1y e fS?‘?‘S-l#RE-L—'FG-H-S-érF’v‘Eﬁ‘H | an NSA analyst mistakenly performed

(b)(3)-P. L 86.36 ~ auery-ina raw SIGINT database]
(b)(3)-50 USC 3024(j)

| No results were returned.

TS#WREH&US#—F*‘-E—\‘) |an NSA database auditor discovered
that ueries had been conducted in a raw SIGINT database]
The analyst was counseled. No reporting or dissemination resulted.

o —(FSASHANE |an NSA analyst mistakenly querled in-a raw traffic

database on the selector associated with a USP. Upon realizing-the error. the analvst

deleted the query results. No dissemination occurred. Y (1

™ (b)(3}—P L. 86-36

 (SHSHFREETOESATYEY |an NSA analyst queried on his own
personal identifier in a raw traffic database because the analyst was unfamiliar with the

database interface and was not aware that he was searching against raw traffic. The
analyst was provided training on proper querying techniques.

. —(-S#REHF@-H—SA—F—‘%E—&‘H fan NSA database auditor discovered that
an analyst had queried in a raw traffic database on| 1

| fwere accidentally included among the search terms in the query.
The analyst was counseled. No results were returned . and no reports were issued-

*  {SHSHRE-TFO-HSA—FVEY | i | an analyst queried on[___ Jelectors
associated with a foreign intelligence target known to be in the United States because the

analyst entered an incorrect date range for the query. The analyst was counseled . and the
results were deleted.

®)0)
(b)(3)-P.L. 86-36
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. ASHSHREETFOHSATFVED | an NSA dat

abase auditor
discovered that an analyst had queried in a raw traffic database on

The query returned no results.

- 3| | while responding to a request for
1nf0rmat|0n an analyst. queued| [raw traffic databases on a selector associated with
a foreign intelligence target while the target was in the United States. The requester did
not include in the request 1nt01111at10n| |the United States. |:|

| o |the analyst deleted results 1etu111ed by queries; and no reports were

_issued.

TSt an NSA analyst learned that a
clor o 'NhICh he- had performed-queries-in]__Jraw-traffic databases| |

(b)(3) -P. L 86 36 | was associated with a USP. The queries and results were deleted. No reports were
lssued_

-(-’FS#SHFPH:)l | an NSA analyst queried without appropriate FISA
authorization on an untasked selector associated with| |
:l Although ali R |FISC Order exists. neither the target nor the

~selector was included 1n the order. ] |the analyst was counseled on

(b)(1) the restrictions for querying on selectors not authorized under FISA authority. No reports
(b)(3)-P.L. 86-36 were issued.
(b)(3)-50 USC 3024(i)

target’s

|after discovering the foreign
|the United States. an NSA analyst continued to perform a
query ina raw traffic database to determine whether the target was in the United States.

The analyst was counseled about reviewing selectors and promptly detasking them after

—(-s#s%kEHe-UsarH-ch}l | a SIGINT analyst queried[ |

_selectors associated with a foreign intelligence target ‘when the target was known to be in

(b)( " the United States. | |the analyst requested detasking of all
(b)(3)-P. L. 86-36 selectors. The analyst deleted the query and results| |

. {-Sv‘y‘S-HR-E-L—"Fe-H'Sﬁ—F*Eﬁ‘} an NSA analyst mistakenly
performed a query in the incorrect raw traffic database using selectors associated with a
(b)(1) ................... TSP. I
(b)(3)- P. L 86- 36
(b)(3)-50 USC 3024(.

| Upon discovery of the error, the analyst stopped the
query and deleted all query results. No dissemination occurred.

+SHSHREFTFOHSATVET)| | NSA analysts discovered that
|

lon selectors for foreign
intelligence targets while the targets were in the United States because queries

|
I

_ [the analysts
~ canceled the queries-and deleted the results; no reports were issued. To prevent future

®)A)

(b)(3)-P.L. 86-36 —FOPSECREF ST ATENTKEYHOTE/ANOTFORN—

7
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error. a new procedure was developed | I e (O10))
(ESHSHANH | | an NSA analyst dlscovel ed that| ' ' |
| [ona selector associated with a FISA- approved target had

continued to run beyond the period of the FISC Order. The errot occurred because the
analyst, who was unfamiliar with the database, | ' :

fand deleted the result '

|N0 reports were issued.

* (SHSHREETOUSATVEY while conducting a test. an
NSA database developer performed queries ina raw traffic database on selectors that
| | The query results were not stored. (b)(1)
(b)(3)-P.L. 86-36
LA1.c. (U) Detasking Delays (b)(3)-50 USC 3024(7)
(1) SHSHREEFOUSATFVEY | |an NSA analyst discovered that the

selectors assoc1ated w1th|:| valid foreign targets had remained on task when the targets were in
the Umted States. The error occurred because the analyst had overlooked 1nf0[mat10n|:|
o .. |the-analyst detasked the selectors. No reports were 1ssue

(b)(3)::'P.L 86

assocnated with a valid torelﬂn target had remained on task when the target was in the
- United State_s_,_ | because the analyst was away from

the office for long-term tlalmng. he analyst was advised to detask selectors before extended
absences. Irom the office~

a)-fSﬁSﬁﬁHe-HSA—F%LEﬂ |an NSA analyst discovered that a
selector associated with a valid foreign target had remained on task while the target was in the
United States because the | |
| | the selector was detasked and the results were

deleted. No reports were issued. The analyst was counseled on immediate detasking procedures.

(4) SHSHREFO-HSA—FVEE)| | an analyst discovered that selectors
associated with a valid foreign intelligence target had remained on task while the target was in
the United States. | |

1 | The selectors were detasked Non-compliant data
has been purged. and no report s were 1ssued '

(5) {-S%K-SHF(—E-HG—U-SA—F%‘E—‘FH | the selectors associated with a
foreign target remained ontask when the target entered the United States onl | The
delay occurred becaiise an Intelligence Community agency analyst did not

| |The NSA analyst detasked the selectors] |
~_Noreports wereissued™—

(b)(3)-P.L. 86-36
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(0) S-SR
collection had occurred

though the selectors had been detasked | |
-The collection was attributed to a processing error| T
|that resulted in the detask request not I:\emlT processed

Ian_ NSA analyst discovered that
|asso_ciated with a valid foreign target. even

I
|

were 1ssued.

(b)(1)
" (b)(3)-P.L. 86-36

= |an NSA analyst dlscovelecl that
associated with a valld fOlellfll target-had remamed on taskafter the target had-
entered the United States on| | The analyst|

|after ']eéirllingl |hat the target was in the United States but

|selector
was detasked. No data was collected.
(8) SHSHAREFOHSAFVEY)| [selectors associated with a
valid foreign target were discovered to have remained on task while the target was in the United
States. | [the analyst|

[ another analyst discovered| |J
| |and detasked them. The results were deleted. and no 1‘ep011s were issued.

9 ){S&S-]#RE‘H@'H‘S#F‘V‘E’T“}I
foreign target|

Iaftel discovering that a valid
fhe United States. an NSA analyst detasked| |

Janother analyst. dlscovered| |
|No non- compham data was collected and 1o 1ep0rts were 1ssuecl lhe analvst

(10)4SLSHREL-FO-USA—EVEY) An NSA analyst discoveled'tl'iatl (0)()-P.L.. 86-38

associated with a valid foreign target had 1emamed ontask when the target was in the United
States from | -

| [the 'ahalyst had failed to detask this selector. The analyst deleted the
collection associated | |-N0 reports were issued.

(11) tS#SHREEFO-FSATVEH | (b)(1) -

L. 86-36
UsC 798
D USC 3024(i)

(12)tS7SHREETOUSA TVEY [ | an NSA analyst discovered that

electors associated with a valid foreign target had remained on task while the target was in
the United_States |

|after learning that the target had traveled to the United
States on the analyst detasked selectors| | which remained on

task until Confusion about whether the data required purging resulted in a delay in

o)
(b)(3)-P.L. 86-36
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purging. The analyst submitted a purge request for non-compliant data| | No
reports were issued.

(13) (SHSHREE-TOUSATFVEY) | an NSA analyst discovered that

I:lselectors associated with a valid foreign target had remained on task while the target was in
the United States. | hnd detaslunU |
associated selectors] [ the analyst learned that| - |
| — belectors
were detasked. No non-compliant data was collected. and no repons were |ssued Ei:;(b)(1)

(14) 4SS HREEFO-HSA vV | an NSA an_alyst d'i'scovered (b)(3)-P.L. 86-36
that one selector associated with a valid foreign target had remained on task while the target was
in the United States. The analyst first became aware the target rhe
United States| - | After conducting further research, the
analyst found that the target’s e-mail selector was still tasked. The analyst detasked the selector
on| |and no reports were issued .

(15) 4SHSHAREEFOHSATFVET| [NSA analysts

discovered that :lselectms assoc1ated with| |valid foreign taruets had rein"ained on task

| fthe United- States coltection occurred onthe selectors """" Upon' ':':(b)(1)
discovery of the collection. the analysts detasked the selectors and deletecl| e | (b)(3)-P.L. 86-36

(16) {SHSHAREEFOHSATVET | selectors associated with

a valid foreign target were discovered to have remained on task while the target was in the

United States. The delay occurred because the analyst tlllstakellly believed that
[ T | the
selector was detasked. No reports were issued. The analyst was counseled | |

(17) {SUSIREL-FOUSA—FEY lan NSA analyst discovered

that a selector associated with a valid foreign target had remained on task while the target was in
the United States. Although|

| |the target’s selectors remained on task| -
The delay occurred because the analysts responsible for tasking were on leave or temporarv duty
[ | No-reports were |ssued oy(1)
e {(b)(3)-P.L. 86-36
(18) ﬁS?")‘S‘h‘f‘NF‘)l | NSA analysts dlscovered that collection
[occurred on. selectm s associated ‘with valid foreign taltrets '
despite] [detask that had been requested { |
| linthe United States. The error occurred because was
not aware of the detask requests. All non- compllant data was deleted . and no reports were
issued.
19) ﬁﬁﬁtﬁﬁoﬂsﬂs—wﬁ-ﬁl | an NSA analyst discovered
that selectors had remained on task after the expiration of a consensual collection request on
| | The delay in detasking occurred because the analyst was not aware that the

10
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B){1)
(b)(3)-P.L. 86-36 “TOP SECRET/ST/TATENT REYHOTE/NOFORN —
(b)(3)-50 USC 3024(i)
[ | The selectors were detasked
No collection on these selectors occurred.
(20) FFSHSHAFY fan NSA anaIyst---di-sc-overed---t-h-atDselec_t_o-r-s-- 1)
associated with | alid foreign targets had remained on task while the targets were in the (b)(3)-P.L. 86-36

United States

.

|was notified about the selectors that were to be detasked. and all

selectors were detasked)| | No collection resulted from the selectors. and no
reports were issued. [ () [ ()]
[ (b)(3)-P.L. 86-36
LA2 (U)] [ (b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
(1) TSTSHREETFOHSAFVEY | |
(2) LESHSEANE) |

[LA.3 (U) Unauthorized Access

(1) tSHSHREEFOHSAF VD [two analysts accessed raw SIGINT

from a location not approved for that access. The analysts were counseled to-access raw SIGINT

only from approved locations. e () (1
- (b)(3} P.L. 86-36
(2) SESHREFO-HSA— Y Taw Sl(rlNT data was stored in

files accessible to NSA personnel who did not have the appropriate training and were not
authorized to view the data. The data was moved to files for which all personnel with access had
the required training.

ILA.4 (U) Data-Handling Error
(1) SHREEFO-HSATVEY On six occasions NSA

analysts disseminated raw SIGINT in e-mails to IC agency analysts and other external customers
not authorized to receive the information. The e-mails were deleted. and all analysts were

counseled.
2 -
| (2)AFSHSHAN | [ e)-P.L. 8636
(b)(3)-50 USC 3024(j)

11
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g , (b)(3)-P.L. 86-36
FOrSECRETH TALENT-REYHOLE/NOTORN (b)(3)-50 USC 3024(i)

(3 HSHREEFOHESA—EY| | an NSA analyst passed raw SIGINT data
to a database without minimizing the U.S. identities. The data was recalled | |
(4)'(;FS#S'|~‘»LN-F-)-| |NSA personnel revealed the

names of USPs to individuals not authorized to receive the information. They were counseled on
pio-ced'urés for disseminating USP identities.

ey - —
(b)-(3).- 86 36(‘\ 5 S |NSA analysts disseminated
raw SIGINT inan- e- -mail to IeCIpIEIltS not authorized to receive the information because analysts
_ used an incorrect alias that included the names of analysts from external organizations.
the analyst recalled the e-mails:| |the analyst sent a follow-up
e-mail to inform recipients to delete the e-mail.
(6)'(-"FS+/-S-I+/-N-F.-)|_ |in response to a request for information, an NSA
analyst disseminated in an-e-mail to an IC customer not authorized to see the information a
selector associated with a USP.{ | the analyst requested that the e-mail be
deleted. The analyst was counseled on proper minimization procedures.
[.B. (U) Foreign Intelligence Surveillance Act (FISA)
[.B.1. (U) NSA/ICSS Title | FISA
I.B.1.a. (U) Detasking Delays
~FSHSEANF) | | an NSA analyst discovered that a telephone selector
associated with a valid foreign target had not been detasked|
-~ Although -
[the analyst responsible for the felephone selector had Tailed fo submit_a reques
Tor defasking._The selector was detasked [ J-aiiddats was purged
I I NO |ep0|ts were- lssued ............................................. e (b)(‘l)
. . (b)}(3)-P.L. 86-36
[.B.1.b. (U) Unauthorized Targeting
(1)-FSHSHANE |
[all communication s collected on these selectors were
requested to be purged. No reports were issued.
(2) ESHSEAD) |
(0)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i) 12
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“TOPSECRET/ / ST/ TATENT KEYHOTE/NOFORN— (b)(3)-18 USC 798
e (b)(3)-50 USC 3024())

O | e
(b)(3) P L. 86 36 (3) EFSHSHAFY] - | an NSA analyst discovered that collection had
L ~occurred-on a tal get authorlzecl under a FISC Order before the approved date| |

Non-compliant data was deleted| | and no reports were 1ssued.
NSA has taken steps to ensure that operational plans are properly reviewed and approved.

(4)FSHSHAFY | | an NSA analyst discovered that a selector
" associated with a valid foreign target had remained tasked after the target had departed the
* United "Statesi |
[ | the analyst detasked the selectors and
submitted a purge request for the collected data. No reports were issued. To prevent future
occurrences, | |to ensure that selectors of targets
departing the United States are detasked timely.

[.B.1.c. (U) Unauthorized Retention

FSHSHANES | |an NSA analyst discovered that data collected under[ ]
| -~ [FISA authorizations had been retained in a raw traffic database longer than
the authorlzed retention period. The data was purged. and no reports were. issued. The analyst
was counseled on retention procedures. ()
' - (b)(3)-P.L. 86-36
I B 1 d (U) Unauthorized Access . ' (b)(3)-50 USC 3024(i)

(b) (3) P. L 86— 3‘{-’[—5#5}/-/—}@)1 |because dfa"'ra'w"t'rfi'tli’é database error, I:lSIGINT
analysts were allowed to retrieve data collectedl T -~ |FISA authority that
they were not authorized to access. | - - |

[ - [The problem will be fixed in a future software update.

IB1e. (U) Data-H'a'ndling_ Errors

(1) SHREEFOHSATVEY a Branch Chief discovered that. because
| [FISA data had been disseminated improperly in an
e-mail to a distribution list that contained the names of two individuals not authorized to receive
the information. The e-mails were recalled. and the analyst was counseled on proper
classification markings.

(2)tSRETFOHSATVvED an NSA contractor not authorized

for access to FISA data recovered a FISA document from a printer in a contractor SCIF not
authorized for FISA data. Another contractor., who was authorized for FISA data. had printed
the document four times because he believed that the printing had been unsuccessful. The copies

P ECREFA , .
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remained on the printer until they were discovered by the contractor. A second contractor, who
also believed that printing had been unsuccessful. forwarded the document in an e-mail to a third
contractor. All copies of the document were retrieved and destroyed.

1.B.2. {SHREEFOUSAFVEY) — R V)
IR o (his-P L. 86-26

e (b)(3)-50 USC 3024(i)
I.B.2.a. (U) Data-Handling Error________________._......

an NSA analyst forwarcledlZl

information in an e-mail to analyst no longer authorized to receive the information.
the NSA analyst confirmed that the e-mail had been deleted.
|.B.3. +FSHSINFT Business Records Order I NET

(b) (3)-P.L. 86-36
(U) Nothing to report.

[.B.4. (U) FISA Amendments Act (FAA) ,,
(b)(3)-P.L. 86-36

.B.4.a. (U) FAA Section 702

(U/FOBOT NSA/CSS has implemented a new process to ensure that FAA \\?02 data
required to be purged is purged from NSA/CSS databases. NSA created al |

|to 1dentify non-

compliant data that should be purged.

I.B.4.a.i. (U) Tasking Errors

(1) {-"FS#S-HRE-HG—U-SA—F—VH‘] | an NSA analyst discovered that a

selector had been tasked in error. An IC analyst had made a typo graphical error in the selector
and passed the incorrect selector for tasking to the NSA analyst. | | the analyst
detasked the incorrect selector and submitted the correct selector for tasking. No collectlon
occurred.

o))
(2SS HREFOHS A |select01€b)(3) P.L.86-36

were incorrectly tasked because of typographical errors. The selectors were, cletasl\ed and the
information has been purged. No reports were issued. :

(3) FSHSHREETFOHSAFVEY) | an NSA analyst discovered that [ ]

selectors had been improperly tasked because there was insufficient information to verify that the
targets were located outside the United States “Additional information was provided to correct
the tasking of| | Non-
compliant data collected on theDseleCtms has been purged.

(-I)-(-"FS-»‘%S-HRE-HFG—H-SA—F"::‘E—&‘H |an NSA analyst discovered that a

selector had been tasked in error because the target did not meet the criteria of the FAA §702
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NTANC S

(b)(3)-P.L. 86-36 “TOP SECRET//SUV/TATENT REYHOTE/NOFORN—
(b)(3)-50 USC 3024(j)

certification . | | the selector was detasked. Non-compliant data has been purged,
and no reports were issued. I

(5){-’FSF/-S-I+¥-F(—E-HF9—H-SA.—F¥E¥}| . |-'a"n".N;SA analyst discovered that an

e-mail selector for a valid foreign target had been tasked incorrectly because the e-mail address
| | The incorrect selector was associated with a USP. It'was..

detasked , and non-compliant data was purged. No reports were issued. T o))
(b)(3)-P.L. 86-36

(6) TFSHSHREETFOHSATFVEY)| | an NSA analyst discovered that a

selector fora valid foreign target had been tasked incorrectly. An IC agency analyst mistakenly
believed that | |
| | The incorrect selector was determined to be associated with a USP and was
detasked. Non-compliant data has been purged. and no reports were 1ssued.

(7SS HREEFOHSAVE)| | an NSA analyst discovered that a

foreign target’s selector had been improperly tasked under FAA §702 because targeting - ._
procedures were not followed. The selector was detasked | Ibecause of the """ (b)(1)
target’ s travel to the United States;l o _ D)(3)-P.L. 86-36

he sel'ec_t_(_):r'_'_was- detasked | |
| ‘Non-compliant data has been purged. and no reports were issued.

(8 HSASHAREFO-HS Ay | an NSA analyst discovered that a

selector associated with a valid foreign intelligence target had been 1mp10pe11v approved for
tasking| - ]

' (b)(1)
(9) tFSHSHAE an'NSA analyst learned thatl_lselectors fora (b)(3)-P.L.86-36
foreign target had been erroneously-tasked Because|
not authorized under the FAA §702 certification. Upon recognition of the error. the
analyst detasked the selectors. No collection occurred.

(10) HFSHSHRE—FO-HSA—FvE)| | an NSA analyst learned that

|..The selector.was detasked i

a selector had been improperly tasked under FAA §702 authority | Ibecause """"" “b)(1)
targeting procedures had not been followed. | [ the selector was detasked -~ (0)(3)-P.L. 86-36
and two reports were canceled . | |1t was Tearned that data collected on this
selector remained on a dual -route to an IC customer. | |
| | Non-compliant data collected | jhas been
purged.
(1) ooy | [ an NSA analyst discovered

that a selector associated with a foreign target had been tasked incorrectly. The selector was
detasked . and non-compliant data has been purged. No reports were issued.

[.B.4.a.ii. (U) Database Queries
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. (b)(3)-P.L. 86-36
FOP-SECREFASHAATTEN T KEHOEEAANOFORN (l:))'(;)-SO USC 3024(i)

(LSLSHREL-TFOHSA—FVEY) On|  |occasions in the third quarter, analvsts

performed in FAA §702 data collection overly broad or poorly constructed database querles that

potentially targeted and returned information about USPs. These queries used|

= pr'oduced imprecise resu_lt_s.___On| |0fthose occasions, the queries
returned results from the database. - The results were deleted or aged off. as required. and no
; rep"orts were issued.~Analysts who performed these queries were counseled by their
e manaﬂement
B: (3}—9 L. 86-36

(2) tFSHSHREEFO-HSA—FVEN] |an NSA analyst performed in a raw

tratfic databaseIZIquenes on a selector associated w1th a USP. | | the results
were deleted.- No |ep0|ts were issued. :

(3 )'('"I%#SHLNF-) OnEloccasmns NSA analy

sts

unpropelly queried on the selectors associated with FAA §704/705(b) USP targets in FAA §702

_faw traffic databases.- | )

| The analysts were counseled on the procedures for querying on
FAA \?04/?03( b) targets in raw traffic databases. The queries and results were deleted.

CI0

®)@3)- P L. 86 36 4)-(‘FS¥+S{-17‘-P€F-)| _ I an NSA database auditor discovered that an analyst
had performed an improper query in a raw traffic database. While conducting research on the
selector before f|llel'yll"ll" the analyst noted that the target’s e-mail account | |

| | Although aware that OGC
approval was re uired for the analyst missed that information while conducting

(3) tHSERF—FOHS AR | an NSA analyst mistakenly

performed a query in a raw traffic database on| _Jselectors that had been detasked be_ca_use|:|(

| |the United States. The analyst intended to check the taSki'rlg tool

but queried the raw traffic database instead. The selectors were detasl\edl

and non-compliant data has been purged. No reports were 1ssued

(6 tSH#SHREEFOUSATVEY - |an NSA analyst discovered

that a selector associated with a valid foreign |rlte||10ence target remained on task after the target

had arrived in the United States. While eo_nductlng research on the selector. the analyst
performed a query in a raw traffic database when the target was known to be in the United

States. | |the selector was detasked. Non-compliant data was purged. and

no reports were issued.

[.B.4.a.iii. (U) Detasking Delays

(l)-(-’FS#S-]#NLH |--an--NS-A analyst detasked| T

(0)(1)

‘éFi)-PAL. 86-36

associated with a target who had entered the United States. but | T

[ The selectors were detasked . and non-compliant data has been purged.

16
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(2) SHSHAREEFOBSA—FVEY | | a selector associated with a valid
foreign intelligence target was discovered to have remained on task-after the target had arrived in
the United States | | the analyst

)

(3 )SHSHREEFO-HSA—FVEY) | ] an NSA analyst reported that a  (P)(3)-P.L. 86-36
select0| associated with a valid foreign intelligence target hacl remained on task after the target
had arrived in the United States. | ' ' |
I:l the analyst had failed to detask the selector.” The selectm was detasl\ed [ [

and non-compliant data has been purged. No reports were 1ssued,

(-I)'('S?‘fS‘h‘)"R'E‘I?‘I‘@'U‘STF‘V‘ETJ‘| T |an NSA analyst discovered thali:l

selectors associated with a f0|e|gn target remained on task after the target had entered the
United States. |
| [the selector was confirmed to have been detasked . and non-
compliant data has been purged. No reports were issued.

(5) -(-SZI-SULRE-L—"FQ—H-S-:‘\—F*LE%L)I |a11 NSA analyst discovered that
selectors associated with a valid foreign intelligence target remained on task after the target had
arrived in the United States. | |
the sel.ect0|s were
detasked. and non-compliant data has been purged. No rep0|ts were issued. (b)(1)

(SHSHREFO-USA—FVE] (b)(3)-P.L. 86-36
o | a selector tor a valld foreign target

was discovered to have been overlooked whenl
because of the target’s “arrival in the United States. The selector was detasked| .
“Non-compliant data has been purged. and no reports were issued.

(7) {ESHSHA) | an NSA analyst learned that a selector had remained
on task even though it had been determined that the target was a USP. | khe
analyst detasked| [ The )
selector was detaske_d| |N0 collection occurred. and no reports were 13%% \P.L. 86-36
i (b)(3)-18 USC 798
(8)-(-:FS#SMLN.E,)I Jan NSA analyst dlscoveled thatl |se|ectm)1(3) 50.USC 3024(j)
_~associated with avalid f0|e|gn mtellwence ‘target remained on task after the target] |
. -} The detask delay occurred because the analyst was out of the office and there
- was no-back-up| |the analyst confirmed that the

(b)(1) . elect0| s were detasked and non-compliant data has been purged.
()E)-P.L. 86 36 et

(9) AFYEOT - | ananalyst failed to timely detask
| |select0r associated with valld foreign targets, whlch were in the United States: | .
the selectors were detasked. No collection occurred.

(10) tSHSHREETFOHSATFVEY |an NSA analyst discovered that a

selector associated with a foreign target had remained on task when thetarcet was in the United

States. I the analyst

(b)(1)
(b)(3)-P.L. 86-36

17
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did not detask| the United States. | | the selector
was detasked . and non-compliant data has been purged. No reports were issued_

(11) FSHSHAEY | selectors-associated with a valld forelon ------------- “b))
intelligence target were discovered to have remained on task| | (b)(3)-P.L. 86-36
~Because of an oversight, the analyst did not see the request o
detask all selectors associated with the target because the target was in the United States. The
alternate selectors were detasked | | and non-compliant data has been purged.

No reports were issued.

(12) SASHREEFOBSAT¥E-An NSA analyst failed to detask selectors associated

with two foreign targets known to be traveling in the United States from| |
The selectors for both targets were detasked| |and non-compliant data has
been purged.
(13)t5#SHREEFOBSATF V5 an NSA analyst dlscovel ed
that a selector for a valid fmelon tartret had been tasked 1nc011ectly[ B 1))
No collection occurred. The selectm was det -P.L. 86-36
| E%g) )-18 USC 798
. - (b)(3)-50 USC 3024(i)
(14) (FSHSHREETFO-HSATVEY) | | an NSA analyst discovered
that a selector associated with a foreign target had remained on task when the target entered the
United States. Although detasking had been requested| | the
- analyst had overlooked detasking-the selector. | | the selector was detasked.

. and non-compliant data has been purged. No 1ep01ts were 1ssued.

| an NSA analyst discovered

selector. assocmted w1th avalld torewn target remained on task | |
| P | The
~ analyst detasked the telephone selector after learning that the targef] |
E | While conducting further research on'the selector, the analyst also
. _discovered that the target was a USP. The delay in detaskmg ocecurred becausel |
b |The selector was detasked |
| | and all non-compliant data has been purged.
(16) tSSHREETFOoESA—HR because of a
miscommunication between analysts) kelectors associated with|  [valid foreign targets
_remained on task even though| |
he United States. The delay in detasking occurred becau_se| [

: [that the targets had
entered the Umted States The analysts were counseled to- conduct t11010uvh research to find

been purfred R -'(b)(1)
(b)(3)-P.L. 86-36

1?)1-3#5-17‘;%51:—?9—95% An NSA analvst falled to detaskl |select0r

associated with a foreign target even thouoh|

__I:lthe United States| | The error occurred because'
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i) ;  ATA v i - T ;

18
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| | The analyst

detasked the selector} [ Non-compliant data has been purged. and no
reports were issued. To prevent future errors. | ]
|_r:|and require that-a second-analyst review the selecwls R T "i"('b)(1)
" {(b)@3)-P.L. 86-36
(18) (SHSHREL-TOUSAEVENG{ Ian NSA analyst discovered

remained ontask even thounh
because the tarcet had

entered the United States. The error occurred because|

| | was not shared with the analyst. Non-compliant data has been purged. and no
reports were issued. To prevent future errors,| [will be sent to multiple analysts.

I.B.4.a.iv. (U) Data-Handling Errors
(1) ASLSHRF—FOHSA—TVEY)| | after completing an IO training

course, an NSA analyst realized that he had disseminated FAA §702 data in an e-mail to three
analysts not authorized to receive the data. All e-mails were deleted | |

(2)tSHSHREEFO-USAEVEY) it was discovered that an NSA
analyst had disseminated FAA §702 raw data by posting the data on internal NSA web pages in

| laccessible to analysts not authorized to receive the data.  The non-compliant data
was removed | |an_d arequest was submitted to remove the web pages.

3 }-(-SﬁS-HR-E-I:—"FG—H-SA—F—V—EAC)l |an analyst forwarded FAA data to a

group e-mail address containing personnel not authorized to receive the data. The error occurred
because the e-mail classification tool changed the cla331ficat10n to remove the restriction for
FAA data. | | the e-mail was recalled.

(4) '(-S-h‘-S-l-h"R'E-L—"FG-U'Sﬂ—F-‘v’-E‘r‘)-. an NSA database developer

forwarded a file containing FAA §702 data to another developer who was not authorized to

receive it. Upon realizing that the file contained FAA §702 data. the developer deleted the data
from his mailbox. All members of the development team have since received the b11ef nﬂs o,
handling FAA §702 data. e ®)

e (b)(3)-P.L. 86-36
(\){-S#S%EE;FG-US#F‘V‘E‘Y‘II I an NSA analyst disseminated

FAA §702 data in an e-mail to another analyst who was not authorized to receive the
information. The second analyst saved the data-ina file in the home duectorv ‘which is not
approved to store this type ofdata 'The e-mail and file were deleted

I_(_Q-fSﬁSM&He-U-SA—F;m |an NSA analyst reported that in

he had forwarded FAA §702 data to a forward -deployed coworker not authorized to

receive the data. The analyst delayed reporting the incident for fear that the coworker would be
removed from the deployment. The analyst was counseled on the methods to check clearances

before sharing raw SIGINT data. :

(7 )-FSHSHAT an NSA division manager discovered that notes
based on| | had been
shared with] [analyst not authorized to receive the data. The error was attributed to a lack

N ‘ ] o S “.'(b)(1)
19 (b)(3)-P.L. 86-36

(b)(3)-50 USC 3024())
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of a standardized process for sharing informal working notes and the provision of an NSA e-mail
account to analyst who was not operating under SIGINT authorities. The manager

informed analyst that the notes must be deleted and had the analyst removed from the e-
mail alias for notes.
(8) HSHSHAREEFO-ESA—FVEr)| an analyst unknowingly forwarded

~FAA §702 data to a group e-mail address containing personnel not authorized to receive the data.
|___cla-t-a"'Was removed from the servers and the analyst was counseled on the
appropriate alias to use.

1B4.av. (U) Overcollection

(b)(1) ............... S SR TOLS AL . during a regular review of E.O.
BYE)-PL. 86‘1% collection, NSA personnel dlscoverecl thaf] |

_NSA has deployed a=
short-term solution to address the problem and is continuing work on a long-term solution. See
the summary of the Congressional Notification on page 23. - [ i

(2)FSHSHREEFOHSA—FVE)| | NSA collection managers le"a':rned

that | |
| [ Non—compllam data has
been marked for purging. Work on a resolution to the problem 1s ongoing. _ '(b)(1)
. - (b)(3)-P.L. 86-36
[.B.4.b. (U) FAA Section 704 L (6)(3)-50 USC 3024(i)
[.B.4.b.i. (U) Data Handling Errors \
-(-"FS#S-I#H'F-H |'-it.was discovered that.|
| A purge was requested | [
The data flow error has been corlectecl to plevent ﬁltme incidents, )
[.B.4.b.ii. (U) Database Query Errors P """ 1 b)(1)
e (b)(3)-P.L. 86-36
|an NSA analvst dlscoveled that another analyst had
performed a query in a raw trattic database| ] ]| The
analyst discovered the error when the original query was amended | [and he
noticed a significant decrease i in the number of results. The analyst deleted the query and the
results| |

.B.4.c. (U) FAA Section 705(b)

[.B.4.c.i. (U) Data-Handling Errors
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TSHSEREEFOUSATFVEY) On[__ Joccasions| | a

SIGINT operator postedlzlon selectors authorized under FISA §705(b) into a chat room
that was not approved for FISA data. Upon realizing the mlstal\e the analyst posted a messat*e

requesting that all notes and |ec0|cls|:|be deletecl
[.B.4.c.ii. (U) Tasking Error

o)1)
)(3)-P‘L. 86-36

[.B.4.c.iii. (U) Detasking Delay

TTSHSIANFT | I an NSA audltor dlscovelecl that a query ot a USP

authorized under FAA §705(b) | —— |after the Court Order had expired|
[ T | the selectors were detasked.| |

the analyst was counseled and the query was deleted.

[.C. (U) Consensual Collection
(U) Nothing to report.
I.D. (U) Dissemination of U.S. Identities

FS#StNFT The NSA/CSS enterprise issuedIZI SIGINT product reports during the
third quarter of CY2012. In[_]JSIGINT products, disseminations were found to be improper,

and the reports were canceled as NSA/CSS -and analysts learned of USPs,
U.S. organizations, or U.S. entities named without authorization. Al data in the canceled reports
was deleted as required, and the reports were not re-issued or were re- 1ssued wnh proper
minimization. - -

NO)

lLE. (U) Counterintelligence Activities (b)(3)-P.L. 86-36
(U) Nothing to report.
. . N (b)(1)
I.F. (U) Detection and Prevention of Violations (b)(3)-P.L. 86-36

. . : (b)(3)-50 USC 3024(i)
(1)ES45H24Fr To reduce the risk of unauthorized telephony collection and prevent

violations, NSA/CSS has instituted a process that gives analysts greater and faster insight into'a
target’s location. |

| Collected data was purged
from NSA/CSS’s principal raw traffic repositories when required.

(2) {FSHSHANFY |

—I. NSA analysts _fo_p,l_l__u_:_l_ |Tle-ma.i1_ accounts
.......... (b)(1)
FOOP-SECREASEHAAHENTTKEHOEENOTFORN- (b)(3)-P.L. 86-36
21 (b)(3)-50 USC 3024(i)
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| |in-the third quarter. Collected data was purged
from NSA/CSS’s principal raw traffic repositories when required.
(D))
1.G. (U) Other (b)(3)-P.L. 86-36

(U/AFOU0) In two instances. database accesses were not terminated when analysts were

deployed or reassigned to another site. Although not considered violations of E.O. 12333 or
related directives. the accesses were terminated.

II. (U) NSA/ICSS Office of the Inspector General (OIG) IO Inspections,
Investigations, and Special Studies

(U/A6y During the third quarter of CY2012. the OIG reviewed various NSA/CSS
intelligence activities to determine whether they had been conducted in accordance with statutes,
E.O.s, AG procedures, and Department of Defense and internal directives. The problems

uncovered were routine and showed that operating elements understand the restrictions on
NSA/CSS activities.

ILA. (U) NSA/ICSS Representative

U/AOH69 As part of an NSA/CSS OIG field inspection of NCR| R
an [0 mspector reviewed the 1mplementatlon of'the IO program, 10 tralmng and
application of 10 standards in the SIGINT mission activities performed at the site. The inspector
found that the site lacked an [0 Officer (I00) structure that ensured the proper handling,
minimization, and dissemination of raw SIGINT data. The inspector also found that not all
personnel were compliant with the training requirements. The OIG recommended that an 0O
structure be established that complies with current SIGINT p011c1es and plocedules and ensures
adherence to training requirements. :

ILB. (U) 1
?UNF@H@_—}_-__A_S part-of an NSA/CSS OIG field inspection of the

-an 10 inspector reviewed 10 program management. 10 training. 10 knowledge,
and the application of IO standards in mission activities. The inspector found that the site did not
have procedures to ensure that database accesses were properly terminated after personnel left
the site. and it did not conduct periodic reviews. Not all personnel had completed the mandatory
10 training. The OIG recommended that the site develop and implement processes for timely
access termination . perform periodic reviews, register all IOOs as mission auditors. and ensure
that training is tracked and completed.

[I.C. TTS/StH#NH Report on NSA Controls to Comply with the FISC Order

Regarding Business Records (BR) Collection I “(b)(1)
(b)(3)-P.L. 86-36
-(-"I%‘-/—S-I#-N-F-)I Ithe (0)(¢} publlshed the results of a special study of NSA
controls to comply with the FISC Order regarding BR collection. | |

an OIG auditor performed testing and procedural reviews to assess the Agency s
compliance and found that. except for one incident reported during the review, no incidents of
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non-compliance had occurred during CY2011. The auditor made recommendations for
improvement to BR processes to strengthen controls and reduce the risk of non-compliance.

II.D. (V) [10 Program
A |the OIG conducted a revnew ofP)(1)
the[ ]10 Program at the| ' | (b)(3)-P.L. 86-36
lis under the operational and tec’hnical _
control of the Director of NSA: In.a report published| |the OIG evaluators

cited several weaknesses in the 10 program; 1nclud1nlT a lacl\ of centrallzed management of IO
activities and internal controls. : : -

ILE. (U) Report on the | ~ | ]

| B)(1)
~ (b)(3)-P.L. 86-36
{SHSHAARFETFOUSATFVEY A team. led by the NSA 0IG wnh I |(b)(3) -50 USC 3024(j)
| OIG pa11lclpat|0n “conducted a study of] which is:
owned and maintained bvl | The review focused on the processes associated with SIGINT

data acquired from|[ |
Ijland found weaknesses in controls for handling and protecting SIGINT data. The
report. published| | included recommendations to address the weaknesses.

ILF. (U) Misuse of the U.S. SIGINT System

(U) Nothing to report L | %EQ-PL 86-36

II.G. (U) Congressional and 10 Board Notifications

(l)-(-"l"-S#-S-I-H-HF)l [NSA/CSS notified the Congressional intelligence

committees about an overcollection of FAA §702 upstream collection as well as collection under

other authorities. | (b)(1)
TP.L. 86-36
150 USC 3024(i)

[ NSA has
deployed a short-term solution to address the problem and 1s continuing work on a long-term
solution.
(2)FSHSHAH |NSA/CSS notified the Congressional intelligence
committees about the unauthorized disclosure of classified national security information derived
from SIGINT]| |

as'well as [imit NSA’s access to other sensitive communications in the long term. NSA’s OGC
~ has filed a Crimes Report with the Department of Justice. -

b))

(b)(1) (b)(3)-P.L. 86-36
(b)(3)-P.L. 86-36 (b)(3)-50 USC 3024(i)
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b))

IlLF. (U) Other Notifications ()(3)-P.L. 86-36

—(FSHSEHA NSA/CSS notified the AG 0f|:|i-ntel'l"i"gence -related collection activities
associated with USP hostage and detainee cases.

[ll. (U) Substantive Changes to the NSA/CSS 10 Program

(U/AFOHE0) To improve its management and understanding of the rules and
interpretations of FISA -related authorities, NSA has established an effort known as “Rules
Management” to manage. organize, and maintain the authorities. policies, and compliance
requirements that govern NSA mission activities. One of the key components of this effort is
focused on technological solutions to support and simplify rules management. Two systems
have been created to provide searchable databases that NSA personnel can use to find
authoritative documents for NSA’s FISA activities. as well as implementing guidance. One
database is operational . and the system containing the more advanced document management
and search capabilities is in development.

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning
Intelligence, Counterintelligence, or Intelligence-Related Activities and the
Reason for the Changes

(U) Nothing to report.

V. (U) Procedures Governing the Activities of DoD Intelligence Components that
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to
10 Programs

(U) Nothing to report.
VI. (U) Crimes Reporting

(U) Nothing to Report

VII. (U) Other Matters

—SHNE) The NSA OIG is investigating an allegation that activity associated witha
[ [ b))
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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